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SOLUTION:

Perdemia has released Permission Analyzer v2, a Windows
application that scans your network on NTFS permissions and stores
all information in a database. Users can run reports by creating
filters that include or exclude members, permissions, files, or folders.



1) Schedule a scan from a workstation or
file server using Windows Scheduled Tasks
or start a scan manually in the Scan View

2) The application will scan (nested)
group memberships and user details
from the Active Directory

4) Use the embedded database to
analyze permissions and to build
filters and exports

3) The application will scan
the ACLs from the file systems




2) The application will scan (nested)
group memberships and user details

from the Active Directory 1) Schedule a scan from a workstation or file

server using Windows Scheduled Tasks or
start a scan manually in the Scan View

4) Store the information in a
central database (MS SQL, DB2,
Oracle, MySQL and more)

3) The application will scan 5) Use the scanned information on
the ACLs from the file systems different workstations to build overviews




1) Schedule a scan locally
on each file server

3) Store the information in a
central database (MS SQL,
DB2, Oracle, MySQL and more)

2) Let one file server scan the (nested)
group memberships and user details
from the Active Directory

4) Use the scanned
information on different
workstations to build
overviews




PERMISSION ANALYZER WITH POWERSHELL SCRIPTS

Run a PowerShell script to export the ACL's to a text file. This text file can be imported into Permission Analyzer

T Folders to scan

Directory path: cihvtemphpermission_export.bd

Subdirectories depth: 0 E (0 means unlimited)
Include files:

Include inherited permissions:

Follow symbolic links:

Scan local groups on this server:

[ eciony path Depth Include files Fallow symb. links Scan local groups

|Z] Import ACL file

¢

! Import ACL file

Instead of scanning a local directory or network share, you can import a text file that contains all the
directories and files with their Access Control List information. We currently support a text file exported by
PowerShell or the EMC Isilon MAS system. If you have another format, then please contact support to see if
we can add your format to the list of file types.

File type: PowerShell export file Izl

[#] [ Clear all data from the database before scanning (o Test directory

File path: chtemphpermission_export.bd







OPEN THE SCAN VIEW TO ADD DIRECTORIES AND LDAP OU'S

P Permission_»A

File Help

o Folders to scan & LDAP OU's to scan

Directory path: LDAP Connection: | Global Catalog

Subdirectories depth: 0 E (0 means unlimited) Ldap container:
Include files: [¥]

Search scope: lContainer and sub containers

Follow symbolic links: | -
Scan local groups on this server. [¥] (servers will never be scanned more than once) Search object types: - |{Isers and 9IouPS T
+ Add + Add| | < Update

Directory path Depth Include files b, li Scan local groups LDAP connection LDAP base container Search scope Object types

[7]™ \\dataserver01\projects 0 Yes Yes [Im £ Global Catalog CMN=Dev,0U=Distribution Groups,DC=gp,.. Container and sub containers Users and groups
[7]7 \\development\applications 3 ; Yes P|§3Primary domain contr.. ou=Management,dc=mydomain,dc=com One level of sub containers, but not the container it..  Only groups

)
Add the network shares or local dire Add specific LDAP containers to

(V] Testdirectory] l a Change] l ® Delete]

| @ Test LDAP config | | # Change | | % Delete |

“" Scan results

Date / time

U 21-feb-2015 9:05:59 Start scanning directaries

U 21-feb-2015 2:06:13 Done scanning local groups on server dataserver0l. Found 53 local groups.

U 21-feb-2015 2:06:13 Done scanning local groups on server development. Found 33 local groups.

U 21-feb-2015 9:06:13 Start scanning directory \\dataserver01\projects including all levels of subdirectories

U 21-feb-2015 9:32:17 Done scanning directory \\\dataserver01\projects. Scanned 73256 directories and 236334 files.
U 21-feb-2015 9:32:17 Start scanning directory \\development\applications including 1 levels of subdirectories m{)‘::‘;ﬁ‘“ progress, warnings

U 21-feb-2015 9:45:17 Daone scanning directory \\development\applications. Scanned 39871 directories and 65391 files. ]

U 21-feb-2015 9:45:17 Scanned a total of 113127 directories and 301725 files. Qﬁa‘xﬁ'm,”m“

U 21-feb-2015 94517 Daone scanning directories

U 21-feb-2015 9:45:17 Start LDAP containers ]

0 21-feb-2015 9:45:17 Preparing LDAP scan S e ok L
U 21-feb-2015 9:45:17 Start scanning users using connection [Global Catalog] and baseDN [CN=Dev,0U=Distribution Groups,DC=gp,DC=gl,DC=mydomain,DC=com] Scheckils an SRR R

U 21-feb-2015 9:48:32 Done scanning users using connection [Global Catalog] and baseDN [CN=Dev,OU=Distribution Groups,DC=gp,DC=gl,DC=mydomain,DC=com]. Found 133 users. application with the “-scan® pa

U 21-feb-2015 9:48:32 Start scannina aroups usina connection [Global Cataloal and baseDN [CM=Dev.OU=Distribution Groups.DC=ap.0C=al.DC=mvdomain.DC=coml

No scan in progress

View message de‘[ails| l . Export status Iist] %_ Ready to start scanning... Stop scan




CONFIGURE MORE LDAP CONNECTIONS IN THE PREFERENCES

'ﬁ MNetwork ' Internet

2 LDAP connections

LDAP connection details

Connection name: Primary domain controller

Host name: ® domaincontroller.domain.com

Host port: /636
Username DM (optional for G55API / Ke_;ﬁ:érns}: admin@domain.com ®
Password (optional, asked when reqt._.;ir';éd}: TTITITITY '

Encryption:

Authentication:

+ Add | | £ Undate

Encryption Authentica}i';:n

1) Configure your domain l
2) Configure a bind user and
controllers and/or global select an authentication type:

catalodes simple, SASL or Kerberos







OPEN THE REPORT VIEW AND BUILD YOUR FILTERS

o Permission Analyzer - Consultant edition
Application Reports  Policies  Help

B Apply filters % @ @ = % m 7;3 9 = 0 Quick file search: | search on file name |1?

%y *Member filters

- Thefile tree displays an aggregated view of all the permissions that match the filter. [t shows a label with the rel permission and a ber of col howing which special permissions apply e.g. permissions of various bers, as each row is a sum of all o
* retrieved permissions. Use the tabs at the bottom of the screen to view more details on the selected directory or file.

™
«0 Filter on members K . P p—
£ —ﬂ 7 itemns found Permission S =2 =% E af | & 7 D0 L2 8 6 ~
[7] saved member selections: = E.mployees Filter on users or group fiead and exccute s w o [Enl £
v [ Finance permissions and fo None
Custom v [l 2015 None
[ s v [ Projects None
~ Member filter options v [ Results None
Include: v [ Clients MNone
= . . . — — |
& Users & ©% Groups 9 MCE Hospital Modify 2 a2 %@L F oL Browse through the directories and inspect the
v [ Trade Bank LC Read and execute (7] L
[ Ay Built-in groups M :? Group memberships X i w o i L hva parmissions basad on SR
e - % E-mail proposal.bx Read and execute ﬁ H 3 }3 the of all e
Evaluation.docx Read and execut 2 ]
Include or exclude usersigroups: @ s TS w o . £
@ Motes 20150608, docx Read and execute ﬁ a el p A green background indicates
@ Motes 20150714, docx Read and execute ﬁ a el p
@ Motes 20150823.docx Read and execute ﬁ 3 rml p
% Profitsadsx Read and execute '5‘} o .,_ p
@ Proposal.pdf Read and execute '5‘} a ] p
@f results.zip Read and execute * E] 2
Select one or more @ Screenshot.png Read and execute ﬁ 5 & p
exclude particular > Wl 2016 None
,-* Intranet Read and execute = ﬁ o I p
) -* [y u_ p
¢y H Viewand modify pe View all the effective pe £ £
= 4 file system. This tab the users and groupsi 1 F 20 L2 8 &
the Windows Secu S e o
a
,-*Technicalsupport Read and execute = ﬁ a Il p v

‘:;3 Effective permissions % Jy ‘? M

- This tab displays all the members that are found on the selected file, For each member, the effective permissions are displayed and unfelding a ber will display all the applicable explicit Access Control Entries and (if applicable) members of a group. Tc view the o

All members from group or OU: ® inherited permissions for a particular user or group, you can put a member in the Trace tab using the context menu.

"L TESTDOMAIN\Consultants [global group]

| search user or group

Member Permission = ; A af a7 o 0 ﬂ %  Inheritance flags From folder

v TESTDOMAIN\PWaxman Read and execute f
p TESTDOMAIN\Domain Users [global group] Read and execute (n/a on thi... a This folder, subfolders and files \h\dataserverD1\data
p TESTDOMAIN\Consultants [global group] Read and execute This folder, subfolders and files Trade Bank LC

Include or exclude all me

a particulsr group 5> 7 TESTDOMAIN\RRounthwaite
o

» L] TESTDOMAINYSPurcell Read and execute

> 7 TESTDOMAIN\SShridhai -

View the effective perrT
or group including g

Read and execute

b 56 5 2 e 5 %
i i | | e
Alchchch el

i, i,




T Y ERE cB = BB
% *Members | 2
.-',J Filter on members

[ sawved member selections:

1) Filter on users or groups

Custom

= Member filter options
Include users/groups:

Include group membership:

Include or exclude members:

« MYDOMAINY doe [John Doe)

.

2) Select one or more users or groups
or exclude particular members.

All members from group or QU

3} Include or exclude all members of
a particular group or LDAP OU.



=T Y EE DR =BEB

+ Permissions

Filter on permissions
Filter on specific simple

selecnions; . .
or special permissions

Custom

~ Permission filter options
@ @ Include selected permissions
Jd Exclude selected permissions
5 having ANY f the selected peETmIs
ect ACE's having ALL of the selected permissiens

e e w6 that are mhenied

Select simple permissions: '

2} Select the ‘allow’ and/or ‘deny’ permissions

® Full that you want to include or exclude.

Modify

o Write
r Rea
List folder content

Read

Select special permissions:
Read data
Write data
data
sded attributes

nded attributes

subfolders and files



Y EE =B =& B

& *Folders

Filter on folders 1) Filter on folders or files

Project folasrs

- Folder filtey options

Include folders;files Cd

Tip: save your filters as a selection
Include or excludz folders:

+\dataserver

2) Select specific folders or use a
wild card filter on the folder name

3) Apply your filters and build the overview!



USE THE TRACE VIEW AND VIEW THE ORIGIN OF PERMISSIONS

) Permission Analyzer - Consultant edition x

Application Reports  Policies Help

[ Applyfilters ‘%’E‘Iﬁl EE R % Lm0

:j] *Member filters || &~ ol = - The file tree displays an aggregated view of all the permissions that match the filter. It shows a label with the
® retrieved permissions. Use the tabs at the bottom of the screen to view more details on the selected directory or file.

[ »]
v Filter on members —— - p—
R —ﬂ 7 items found Permission E 7 0 0 p ﬂ T
EI Saved member selections: zﬁ Ef’ﬂplo)‘ees Filter on onfam Read and execute - p
v [ Finance Mone
Custom
‘ v [ 2015

Quick file search: | search on file name

I h

. 35 each row is a sum of all

ing which special permissions apply e.g. permissions of various

MNone

v [ Projects : Mone
(< Member filter options v [ Results Mone

Include: v [ Clients Mone —

Bl © Users & ©7 Groups @ MCE Hospital Modify mimtmdlaﬂeﬁawimm

v _-* Trade Bank LC Read and execute
[} Built-in grou [} 16 Group membershi .
* e . b = % E-mail proposal.td Read and execute

@ Evaluation.docx Read and execute
@ Motes 20150608 docx Read and execute
@ MNotes 20150714.docx Read and execute
B, Notes 20150829.docx Read and execute
% Profits.xlsx Read and execute

Select one or more use Qf Proposal.pdf Read and execute
exclude particular
= @f results.zip

the sum of all permissions.

Include or exclude usersigroups: A green background indicates

Read and execute

0, (O, o (O W W, e,

% Screenshot.png Read and execute
> B 2018 Mone
5% Intranet Read and execute

i,

% el e b

> ,-ﬁ Marketing Read and execute

View the effective perm 5% Planning View and modify pe Read and execute View all the effective pel

user or group on the g Products B syctern, T Ful the users and i

,-* Sales Read and execute

hAlichch el A ch el chchcl el ch el clie)

5% Technical support Read and execute

L Jy ¥4 Trace the origin of permissions X Iﬁ (125

- This tab tab displays all permissions that apply to a specific member as well as the provenance of those permissions, e.g. through which (nested) group membership or superior directory the permissi ted. Puta ber in this tab using the context menu )
Allmembers from group or OU: - ® onthe members in one of the other tabs.

“ 1 TESTDOMAIN\Consultants [global group) Show permissions for member: 9 TESTDOMAINSPurcell [Sean Purcell]

Path Permission i | B 4 4 7 b 0 p ﬁ 5 Viagroup Inheritance flags
v [gy \\dataserverD1\data Read and execute (explicit) “ 2 TESTDOMAIN\Domain Users [global group]  This folder, subfolders and files
~ [ Finance MNone

v T 2015

— ; Lone Pin a member in the
~  Projects None view the provenance
a particular group v [T Results None
v [ Clients Mone
_-* Trade Bank LC Read and execute (explicit) i TESTDOMAIMN\Consultants [global group] This folder, subfolders and files




DEFINE REPORTS

'« Report details .

1) Save all your filters as a report.
Load reports quickly in the overview or
Owverview of the explicit permissions for John Doe, limited to the folder Y\dataserverQ1\p export them to a file.

Report name: Project folders for John Doe

Report description:

Report type: Effective permissions -
Filelnfo type: HTML with dynamic table o

Target file path: c\reports\johndoe.htmi 1 2) Select the report type and the
Custom template path:

E-mail recipient: adminsupport@mycompany.com

Link to filter sets: [¥! [ Projects folder

Filters for this report: 3) Select the file type:
. - Plain HTML
s [T Projects folder - HTML with dynamic table (filter, sort and search
0 Only include folders - Csv
4 Include folder \\dataserver01\projects
% Include (nested) group membership
*1 Include member MYDOMAIN\jdoe [John Doe]
4 Hide permissions that are inherited from a parent folder
4) Besides the file export, send the
report to someone by e-mail (op

Tip: schedule your reports by starting
the application with the parameters
-report “my report”. Add multiple -re
parameters at once.




EXPORT TO HTML OR CSV

Directories and files found: 10

PERMISSION ANALYZER - TRACE REPORT

The Trace report displays permission information for all members that match the selected filter criteria. For each member the report will show all applicable Access Control Entries and where they come from, meaning via what group membership.

All permissions excluding Read permissions for everyone in the group Freelancers scoped to the projects folder.

Filters applied:

*2 Include (nested) group membership
“3 Include all members from the group MYDOMAIN\Freelancers [global group]
ﬂ Exclude ACE's that have any of the following permissions:

o Read and execute (allow)
o List folder content (allow)
o Read (allow)

3 Include folder \\dataserver01\projects

. Read data
o Write data

Member Permission

70 \dataserver01\projects\Change requests
MYDOMAINdoe [John Doe]

7@ \dataserverdi\projects\Development
MYDOMAINymurphy [Jane Murphy] Full (explicit)

-. \\dataserver01\projects\DevelopmentiCalculation application

7 MYDOMANjmurphy [Jane Murphy] Full (inherited) i &

;{j \\dataserver01\projects\DevelopmentiCalculation application\appidcertstorecheck.
MYDOMAINjmurphy [fane Muphy]  Full(inherited) i ¥

.. \\dataserver01\projects\Development\Calculation application\Design

T MYDOMAINymurphy [Jane Murphy] Full (inherited)

Modify (explicit)

Ql \\dataserver01\projects\Development\Calculation application\Design\cifs.sys

MYDOMAINymurphy [Jane Murphy]

7@ \dataserver01\projectsiFinance

T MYDOMAINjdoe [John Doe]

7@ \dataserverdt\projects\HR

©  MYDOMAINydoe [John Doe]

T. \\dataserver01\projects\HR\employees
MYDOMAINdoe [John Doe]
MYDOMAINydoe [John Doe]

7@ \dataserver01\projects\Proposals

©  MYDOMAINydoe [John Doe]

Full (inherited)

Special (explicit)

Full (inherited)

Change permissions (explicit)
Full (inherited)

Modify (explicit)

Showing 1 to 11 of 11 entries

) , 2 A & . Append data
% g b b3 bd 55 Execute

»

| 2 ¥
r ¥ %

Read attributes

S Write attributes

‘ l Read extended attributes

"] Write extended attributes

©. Delete subfolders and files

b Change permissions

'b b Read permissions

Y %
P B

Take ownership

Via group

MYDOMAIN\Project Office [global group)]

MYDOMAIN\Testers [domain local group)

MYDOMAIN\Testers [domain

al group)

MYDOMAIN\Testers [domain local group]

MYDOMAIN\Testers [domain local group]

MYDOMAIN\Testers [domain local group]

(direct)

MYDOMAINHR Admins [giobal group]

(direct)
MYDOMAINHR Admins [global group)

(direct)

Column visibility:

ACE flags

This folder, subfolders and files

This folder, subfolders and files

This folder, subfolders and files

This file only

This folder, subfolders and files

This file only

This foider, subfolders and files

This folder, subfoiders and files

This folder and subfolders
This folder, subfolders and files

This folder, subfolders and files

Previous




DEFINE POLICIES TO CHECK FOR UNWANTED PERMISSIONS

-~

]

Policies

A policy is a collection of filters that display unwanted permissions, The difference between a policy and a standard report is that a policy defines a combination of filters that should not yield any results. Should you have any search result items that
“ appear as exceptions, then simply raise the threshold value in the details,

Available policies:

MName Palicy status Result count  Threshold  Report type File type Last run

| | Explicit user permissions for the group Intranet Developers ik Failed 10 Folders/files and matching group members HTML with interactive table okt 12 2016 20004
| | External employees should not have permissions in the Finance Data folder ) Passed 12 Folders/files and the sum of their permissions HTML with interactive table okt 10 2016 20:18
| | Only people in the group Human Resources should have permissions in the Employee folder ) Passed 1] Folders/files and their Access Control List HTML with interactive table okt 15 2016 20004
i " Only the network administrators should have access to the file server BACKUPDT 0 Passed 0 Folders/files and their Access Control List e e ~1+ 159016 20:04

Load policy into application
Quickly view policy results

Open report file

Run policy

Open destination folder in Explorer

xBwooH

Delete policy

|3 Run all policies




AUDIT DASHBOARD

¥ Permission Mﬂyzer - Consultant edition‘
Application Help

Directory: All

.\ @ Audit category: |Users and groupsé"“ [> Build allcharts] l ¥ Resetall charts]
.,
Dormain buitt-

o
Users and groups from LDAP ‘ m ;:W Top 25 of users with most explicit ACE's Top 25 of groups with most explicit ACE's
in groups:

Select one of the categories
48 (4%) md groups", ‘Per:nlssions'
- Users: 850 Files and folders'
Universal — | (69%)
groups: 53

(4%)
Global
groups: 76

(6%)

Domain
local
groups: 134
(11%)
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o
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= gi:}g X w nggq{ifpﬁdy &

9

® Local groups ® Domain local groups @ Global groups © Universal groups ® Domain buitt-in groups
© Users

Users

Groups
B Explicit ACE's B Explicit ACE's

Top 25 of groups with most members Top 25 of users with most group memberships Group complexity: Indirect memberships (6798) / all memberships

(13454)

W Group memberships




